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Conclusion 

There are many applications for which symmetric 
encryption is the best choice, providing high security that is both 
efficient and most effective. 

The experiments show the ability of proposed algorithm to 
encrypt the plaintext 

By using secret key extract from text, depending on key 
length choice, everywhere the key is long (not more than 128 bit) 
have more secret and the time for decrypted the text is long too. 

Then the method satisfied the cryptography goals as 

• Privacy: by encryption the original text and hiding the key 
within the text. 

• Nonrepudiation : by converting the text value into ASCII 
code and any fraud on the text file causes that the message 
will not be decrypted correctly. 

• Authentication: by using the secret key to encrypt text and 
decrypt it. With same key exactly. 

• Integrity : by passing the text values in multistep encryption 
operations , the intruder will be unable to forge the message. 
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.iiiooom 10011111 oiiooaffi iisioaio nomio 11011101 10010101 11011011 11100011 
. 11011110 10011111 11010100 11010010 11011110 10010011 11010001 11010010 1101000 
•so 10010111 11010111 10011011 11011000 10011100 10011110 10011111 10100101 011000 

- 00 10011101 10*11101 1 O 1 O 0 OBO OIIOOOOO 10011010 11010111 IIOIOOOO 10011100 IIOOI 
Oil 1101111 O 11011111 10100101 11011100 11010100 11100001 10100011 10010100 1101 
; 1 ooa 11011101 10010011 11001001 11100001 11011100 10011111 11010110 11011000 110 
10010 01011100 11010110 111 01 ooe 10100000 01100000 10011101 10100011 10011101 01 
' 100001 loot 1000 IOIOOOIO 11010110 10011111 11010001 11011101 11010110 10100011 1 
,1100001 11100010 11100011 10010101 11010101 11010110 11100001 10100101 11011000 

IIIOOQIO 11010100 IOOIOOOI 11011100 11100011 11011011 IOOIOIOI IOOIOIOO 11100110 
' IIOIOOOO 01101001 IOIOOOOO IOIOOOOO IOIOOOOI 01100100 10010110 IOIOOOOO IQOIIII 

1 01100100 11011100 11011110 11010111 10100011 11011100 11010100 iioioieo 100111 
on 11001011 11011110 11011111 10011001 11011100 11100011 11010010 10010010 11011 
101 mooooi 11010110 10011000 IOOIOIOO 11011111 11010000 01100001 10011101 1010 
0001 IOIOOOOO 01100011 10010110 IOIOOOOO 10011111 01100101 11001011 11011000 110 
11111 10011000 11001101 11100001 11100010 10101001 11011011 11100011 11010100 10 
>011101 10010100 11011000 11011101 1 001 0011 11001001 11100001 11011011 10011001 1 
>1010110 11010110 11100011 10011111 11010110 10011011 11100101 10010001 _ 



7- Transfer the binary values to bytes as follows: 

160 159 97 21 8 222 221 149 219 227 222 159 212 210 222* 147 209 210 208 151 215 
155 216 156 158 159 165 96 157 157 160 96 154 215 208 156 203 222 223 165 220 21 
2 225 163 148 216 221 147 201 225 220 159 214 216 210 92 214 232 160 96 157 163 
157 97 152 162 214 159 209 221 214 163 225 226 227 149 213 214 225 165 216 226 2 

12 145 220 227 219 149 148 238 208 105 160 168 161 180 150 160 159 108 220 222 2 

15 163 228 212 212 156 203 222 223 153 220 227 210 146 221 225 214 152 148 223 2 

08 97 157 161 168 99 158 168 159 101 283 216 223 152 205 225 226 169 219 227 212 
157 148 216 221 147 281 225 219 153 214 214 227 159 214 155 229145 
154 161 161 96 101 157 168 96 158 214 149 159 203 222 155 153 214 210 215 165 2 
19 227 222 158 148 227 231 183 159 159 159 98 158 168 159 183 212 226 216 i47 21 
5 155 216 158 283 221 212 167 288 288 229 149 214 155 218 164 152 166 166 09 155 
157 168 96 160 216 158 159 204 212 229 153 203 212 226 151 218 222 228 160 148 

215 222 157 215 211 212 156 148 221 217 96 158 164 161 96 150 160 159 105 203 22 

5 227 153 214 210 155 150 218 212 226 158 215 155 210 145 158 162 166 97 152 157 
160 97 152 210 225 169 216 227 222 163 225 226 227 149 213 155 219 164 204 225 

222 147 211 229 216 156 212 212 155 157 204 161 159 184 157 161 157_ 



8- Returning encryption file 
...a *~ x ^ 9 n,x 



9- Rewind the encrypt file to original file without key as follows: 

161 jonestoolcocicago v i^6e66S.102halcoputers v incarpionic,ny1954.ie3goingsystengrup 
Seattle, wa96124.1 6Mtohsteelcopittcburgh y pa15213 .1 SSciphersysten, incarlington ,ua2 
2289.1869&oco,inchuston,tx77002.1071sico,incnewhauen,ctff7733.108i/ode9icesgroup, 
hoinodel,nj06520.189crtinc,fresno f ca63710.110cryptosysteB,ltdrockgille > nd2M52.. 



10- the original file after adding the cipher key as follows : 

1 01 j onestoolcochicago ,il606 05 .1 02halcoputer s , incar aonic , ny 1 85 M.1 §3§oingsys temgr 
oup5eattle,wa98124.1Wtohsteelcopittcburgh J pa15213.105ciphersy5ten I incarlington, 
ua22289.1Mg6oco,inchuston J tx77002.107l5ico,incnetfiauen,ct07733.108i/odevicesgro 
up ,hooiiodel ,n j 06520.1 Wcrtinc , fresno ,ca6371 0.11 0cryptosysteB,ltdKockville ,nd2J85 
2 . 
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The ordinary of the key was (ooOh). 

3- The file after cutting the cipher key, the file reduced by key 
length: 

^t«£ 45l l*l‘'-‘*’iC'ft 5i ]V>.: ! f>..-*y*j»e iW>ViiiJe jliN=)IWN/ 

2 Mte. 5 i} 9 ..Mvui 6 uuu«"'>Iw»SZ)-B’‘ 5 tAuYB^li@ <> DEkf{gkpiEe„ 04 i^'Cp’" 5 .r u*' n_,*' [ttppo> 
“k+ s ■ ^ 'i« »5' pUfi.. oL-/ Z08 m' YVtci „$cxs°0' 0 i°o Mi BuDd^M' c3< W,* 



4- Transfer the ASCII symbols into bytes as follow: 



217 26 217 13l» 21*9 26 294 217 185 77 77 201 141 94 61 57 237 38 284 74 189 185 
93 8 9 6 2 4 6 3 8 5 8 237 62 1 41 154 3 8 45 1 37 22 1 8 217 1 3 7 22 1 86 42 233 2 5 45 185 

12S 233 46 71 173 185 185 45 109 153 62 38 188 ISO 249 18 105 6 26 74 233 6 157 

• 221 73 281 77 61 125 217 237 125 73 18 78 237 173 121 46 77 188 1S3 94 77 294 2 

49 233 141. 18 6 18 217 185 54 1 86 1 06 13 7 74 45 185 1 89 89 94 1 3 1 3 122 77 221 1 

88 233 141 185 12$ 57 141 46 77 118 249 19 105 38 249 249 249 118 126 62 73 233 
>237 62 189 90 125 45 109 153 185 237 188 249 89 189 233 6 18 217 26 6 26 26 169 
176 68 1 63 1 07 227 231 103 1 07 112 2 08 71 101 133 48 5 2 2 08 1 8 0 96 6 7 231 39 16 

243 53 1 92 195 243 202 1 75 0 243 7 9 9 5 0 227 1 75 91 35 112 112 2 4 4 212 1 47 5 2 1 4 

9 248 115 183 148 248 179 229 1*4 244 96 13S 179 23 135 251 255 32 0 111 76 151 
227 243 98 64 48 288 229 248 16 IBB 180 160 96 135 19 99 120 132 36 3 99 215 115 

176 64 27 16 39 48 143 127 211 195 79 186 20 176 244 168 8 52 4 84 128 48 117 6 

B 108 160 80 211 52 39 219 211 36 231 170 64 32 99 51 139 S2 52 227 24 116 199 1 
76 148 52 4 55 181 19 192 36 4 179 168 132 180 168 135 188 149 199 20 171 207 22 
7 211,, 



5- After manipulating on bytes the result of broken exchanging 
operations for bits of bytes: 



61 62 252 186 65 124 89 70 120 18 75 72 10 59 64 66 12 49 91 115 64 67 73 11 12 

4 71 129 62 67 67 184 51 54 2 4 170 126 66 61 189 114 67 61 5 10 70 68 87 3 8 69 

64 67 O 138 79 11 65 171 244 60 61 247 248 3 114 1 177 4 11 55 125 54 48 66 72 

8 54 49 120 6 10 75 75 1 15 94 13 3 4 165 63 62 121 196 246 0 2 255 191 120 113 
59 120 6 79 74 94 59 15 73 123 55 15 89 67 57 77 79 7 7 50 181 250 62 O 245 244 

63 O 250 172 63 60 12 S3 63 1 114 12* 52 6 75 13 67 3 88 86 116 13 7 182 118 126 

62 182 58 68 11 154 161 161 96 161 157 16B 96 158 214 149 159 203 222 155 153 2 

14 218 215 165 219 227 222 158 148 227 231 103 159 159 159 98 158 160 159 103 21^ 
2 226 216 1 47 215 1 55 21 6 1 50 2 83 2 21 212 1 67 2 88 2 08 229 1 49 21 4 1-55 210 164 15 

2 166 166 99 155 157 160 96 160 216 158 159 284 212 229 15 3 2 03 212 226 15-1,218 

222 228 160 148 215 222 157 215 211 212 156 148 221 217 96 158 164 161 96 l5« 16 
8 1 59 1 05 2 03 225 227 153 214 210 155 150 218 212 226 150 215 155 210 145 158 16 
2 166 97 152 157 168 97 152 218 225 169 216 227 222 163 225 226 227 149 213 155 

219 164 284 225 222 147 211 229 216 156 212 212 155 157 204 161 159 1 04 157 161 

157„ 



6- The result of dismating the XOR operations as binary 
values for first part of the file : 



